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Editorial

According to the IMF, the risk of a cyber attack was the third most feared global risk by
companies in 2018, behind climate risks. Anticipating, organizing and protecting against a cyber
threat that targets mass paralysis has now become a «must have» for your organization.

As a result of digital transformation and its associated new uses, cybersecurity is accelerating,
under the supervision of European and Member States regulatory authorities. As a major player in
the European cyber security sector, Sopra Steria is part of this dynamic.

Our mission is to provide solutions and trusted services to the most exposed public and private
actors, to ensure the resilience of their critical systems and protect their sensitive information
assets.

Our teams support you throughout the entire security lifecycle, from prevention to protection and
detection-reaction. Our tailor-made approach is adapted to your context and your technological
and budgetary constraints, around a service model that combines proximity and industrialization.

At the heart of cybersecurity and crisis management, the quality, proximity and durability of the
relationship of trust with our customers is fundamental to me. Listening to your specific needs
and the initiatives of our experts, we are constantly improving in order to provide you with high-
performance and, if necessary, creative solutions!

Karim AZER-NESSIM
Cybersecurity Manager
Sopra Steria Benelux



End-to-end

trust & confidence

New uses, new challenges!

Digital transformation is a new vector of development opportunities. Its corollary

is the increase of the attack landscape.

Image damage, fraud, data theft, service interruption....
The challenge is to limit and control these risks.
By providing the foundation for trust, security becomes one of the key catalysts

for your digital transformation!

Provide overall security for
sensitive digital assets

The value of your organization is how
focusing on digital identities, applications
and data. Protecting them means ensuring
its sustainability.

For any digital project, a «security by
design» approach, focused on business
risks transversal to the organization, allows
security requirements to be taken into
account from the very beginning of the
project. It also enables the dissemination of
good security practices within your teams.

Provide trusted services in
compliance with regulations

To ensure the trust of your ecosystem
(customers, partners, employees) and your
regulatory compliance, it is essential to
work with recognized trusted operators,
particularly in the areas of detection and
response.

The 4 major concerns of
our customers today are
cloud security, regulatory
compliance, a proactive

SOC, and the convergence
of IT and industrial systems.

o9



The global
cybersecurity offer

Trusted services over the entire lifecycle
of information system security.

Our team of consultants, experts and analysts support your project through the
key stages of cybersecurity, from the definition of your security strategy, to daily
monitoring and interaction operations.

Their mission: to guarantee the resilience of your IS in real time and protect your
information assets.

Prevention
Define and test a cybersecurity strategy
aligned with your business risks and spread
a culture of security and risk throughout
your organization.

®

Consulting

Protection

Protect your sensitive data and
build trust in digital uses in an
extended enterprise context.

Integration

Detection & Reaction
Maximize the resilience of your critical
systems and support you during your cyber

security crises.

Managed Cybersecurity is the essential
Services foundation of trust for the digital
Michel LORGERE, transformation of our major
CEO Sopra Steria Benelux customers. ) )

| VA An offer that can be applied in | - Control of regulatory constraints
- Leading business partnerships

all IT environments




OUR FLAGSHIP OFFERS

Governance, risk &
compliance

End-to-end management of
information security and cross-
functional risk management.

v/ A team dedicated to safety culture
and regulatory compliance (dual
legal and IT expertise).

Application security

Control of application security by all
the actors of the development cycle.

« Industrial & flexible solution.
Code audit as a service &
remediation support.

Managed Security Services

Prevention and management of risks
related to vulnerabilities and threats
in your IT system.

«/ A centralized platform for
vulnerability, threat
management and remediation
support.

Data Security
Business protection and alignment of
the organization around data trust.

« Innovative tool for data
classification and visualization

Security Operation Centre

Anticipate threats, detect incidents
and react quickly in the event of a
crisis.

v/ Operational reality of Threat
Intelligence and Al in SOC
operations.




Innovation at the service
of your transformations

Tailor-made cyber solution to support the development of
your business

With our experience in Aeronautics, Energy, Transport, Banking and Defence, we
support the transformation of your business, ecosystem and working methods.
Our solutions, adapted to your major transformation challenges, are part of

a continuous innovation process at the service of your own innovation and
performance.

Secure your migration,
protect your sensitive

information in the cloud, Industrial
simplify Multicloud security
governance, while ensuring
that you are compliant.

Supporting security issues
related to the convergence
of IT and Operational
Technology (OT) systems in
Industry 4.0

Cloud
security
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Exploit the full potential of
Al and machine learning to
broaden contextualization
and optimize the
performance of detection
services.

Secure collaborative
work and protect o
Artificial
sectors throughout their e
subcontracting chain,
especially SMEs.

Extended

enterprise intelligence
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AT THE HEART OF INNOVATION

An innovation laboratory fully integrated into our
cybercentres.

Partnerships with R&D centers such as CEA Tech
on Al, industry 40, loT, ..




Focus on
excellence

Proximity, business expertise and mastery of sectoral

regulations.

Our constant quest for excellence is reflected in the most demanding
qualifications and accreditations, in the exemplary human relations with our
employees, customers and partners, particularly through diversity.

Directive on Security of
Network and Information
Systems (NIS Directive)

Our state-of-the-art services and experts
meet the most stringent requirements to
support the most sensitive public and
private actors in the implementation of the
NIS Directive.

Sopra Steria, through its business and
technical expertise, has developed

a structured approach enabling our
customers to comply with this new
regulation.

KEY FIGURES

A wide network of business experts
750 in Europe

A new generation
of cyber centres in Europe

10 countries covered
by an international local network

The understanding of
«customer service»

Al our teams, regardless of their field of
activity, are oriented towards providing
services to our customers. Through
excellence and team spirit, we develop the
trust of our customers on a daily basis.

Women in Cyber initiative

WomenlInCyber is a young collective of
passionate and committed women.

Its objectives: to promote diversity in
cybersecurity professions, to promote
the sector among women, and to create
vocation among younger girls.




Sopra Steria

Sopra Steria, a European leader in digital transformation, provides one of the most comprehensive portfolios of
end to end service offerings on the market: Consulting, Systems Integration, Software Development, Infrastructure
Management and Business Process Services. Sopra Steria is trusted by leading private and public-sector
organisations to deliver successful transformation programmes that address their most complex and critical
business challenges. Combining high quality and performance services, added-value and innovation, Sopra
Steria enables its clients to make the best use of digital technology.

With 45,000 employees in more than 25 countries, Sopra Steria generated revenue of €41 billion in 2018.
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